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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution is used to remove groupcast security related content in TS 33.503 if S3-214104 is approved.

S3-214104 is a contribution for KI#13 conclusion in TR 33.847. It proposes that groupcast security is not considered in R-17.

3
Detailed proposal
*** BEGIN CHANGES ***
4
Overview
Editor’s Notes: This clause contains the overview of 5G ProSe security and links to other specifications, reference points and functional entities, etc.
4.1
General
The overall architecture for 5G ProSe is given in TS 23.304 [2]. 5G ProSe includes several features that may be deployed independently of each other. For this reason, no overall security architecture is provided and each feature describes its own architecture.

Security for the 5G ProSe common procedures is described in clause 5, while the overall security of the 5G ProSe features is described in clause 6.
4.2
Reference points and functional entities
PCx:
The reference point between the UE and the 5G ProSe Key Management Function. PCx relies on 5GC user plane for transport (i.e. an "over IP" reference point). It is used to transport security material to UEs for 5G ProSe UE-to-Network Relay Communication.
5
Common security procedures
Editor’s Notes: This clause contains security procedures that are used by more than one ProSe feature.
5.1
General
6
Security for 5G ProSe features
Editor’s Notes: This clause contains 5G ProSe features.
6.1
Security for 5G ProSe Discovery
Editor’s Notes: This clause contains the description of the security for open 5G ProSe Direct Discovery and restricted 5G ProSe Direct Discovery and 5G ProSe UE-to-Network Relay Discovery.
6.1.1
General

6.1.2
Security requirements
6.1.3
Security procedures





6.2
Security for Unicast mode 5G ProSe Direct Communication
Editor’s Notes: This clause contains the description of the security for Unicast mode (one-to-one) 5G ProSe Direct Communication.
6.2.1
General

6.2.2
Security requirements
6.2.3
Security procedures
6.3
Security for 5G ProSe UE-to-Network Relay Communication
Editor’s Notes: This clause contains the description of the security for 5G ProSe UE-to-Network Relay Communication.
6.3.1
General

6.3.2
Security requirements
6.3.3
Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay
6.3.3.1
General

6.3.3.2
Security procedure over User Plane
Editor’s Notes: This clause describes the security procedure that uses ProSe Key Management Function to authenticate/authorize UE during 5G ProSe UE-to-Network Relay Communication.
6.3.3.3
Security procedure over Control Plane
Editor’s Notes: This clause describes the security procedure that relies on primary authentication procedure to authenticate/authorize UE during 5G ProSe UE-to-Network Relay Communication.
6.3.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay
6.3.4.1
General

*** END OF CHANGES ***

